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Agenda

! Check Fraud

! ACH Fraud

! Business Email Compromise

! Account Validation

! Purchase Cards



Check Fraud Scenarios



Check Fraud Solutions

! Positive Pay/Payee Positive Pay 
- Client provides Bank with a daily transmission of check issue data. Bank matches checks presented for 

payment against check issues received and reports any exception items each day

! Payee Positive Pay
- Broadens and extends fraud control measures by also matching the issue file payee name against the payee 

name that actually appears on the check when presented for payment
- Teller Positive Pay – Checks presented for encashment at the retail branches/teller lines are validated 

against the ARP issue file to determine if the check is part of the customer’s issue file, dollar amount is 
correct, stale dated or stopped. If the account is on Payee Positive Pay and provides the payee name, that 
too will be presented to the Teller for determining encashment

- Payee Positive Pay with Teller Positive Pay is the premium reconcilement, fraud protection service 
recommended to all check writing clients

! Point-Of-Sale Positive Pay (POS)
- Bank works with Certegy to deliver a POS Positive Pay solution to provide for national check cashing
- Bank will forward the issuance data to Certegy in order to leverage Certegy’s 11,000+ check encashment 

terminals strategically positioned across the country via large retail outlets such as Wal-Mart, Safeway, 
Kroger, etc. 

- Payees can be directed to one of these Certegy locations for check encashment. Upon presenting the 
check, the clerk keys the check number, amount and payee into their normal Point-of-Sale terminal for real-
time validation of the item against the issue file. 

! Check Block
- Complete and total blocking of all checks written against the account (e.g. reserve accounts, etc.)
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ACH Fraud Scenarios



Industry Trends
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1 2020 AFP Payments Fraud and Control Report 

For Controlling ACH Fraud 

Thirty-three percent of financial professionals report that their organization’s payments via ACH 
debits were subject to fraud attempts/attacks in 2019

Daily account reconcilement continues to be the primary control with ACH debit filter/ACH positive pay catching up in usage



ACH Fraud Solutions

! ACH Positive Pay or ACH Debit Filters
- Establish internal rules and make decisions

- Exact Amount Rule

- Maximum Dollar Rule

- Expiration Rule (contract work or deadline)

- Periodic Rule (daily, weekly, monthly, quarterly, yearly)

! ACH Debit Block
- All ACH debit items are returned (similar to check block but for all debited ACHs)

! UPIC (Universal Payment Identification Code)
- Promotes electronic payment receipt with masked account numbers

- Cannot be successfully used to deposit or cash checks

- Cannot be successfully used to debit from your account

- Cannot be successfully used for a Reverse Wire

- Can only be used to receive ACH Credits
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Business Email Compromise



Business Email Compromise in 2020
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2021 AFP® Payments Fraud and Control Report: Highlights

IMPORTANT!  If there is EVER any question or doubt as to the validity of an emailed request to 
transfer or move funds (internal or external), pick up a phone and call the person making the 
request.



Business Email Compromise Controls

! End User or Payment Originator Education
- Institute cybersecurity training for all employees
-Communicate new cyber trends and alerts
-Conduct fake email campaigns to “test” employees

! Implementing Verification or Validation System

! IT assistance with color coded emails or “EXTERNAL” tag

! Call backs with historical or known phone numbers

! Requiring authorized signoff from Senior Leaders for transactions over certain 
dollar thresholds
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Example
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Account Verification Services
Help Expedite Payments without Accelerating Fraud



Faster Payments and Associated Risk
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Money is moving faster and in more innovative ways

230 million P2P transactions were executed in 
4Q19 – a 72% increase from 20181

The speed of doing business continues to 
accelerate, and the efficiencies of faster 

payments allow our clients to not only keep 
pace, but stay ahead

54% of consumers who received a check for an 
insurance claim or rebate would have preferred 

a faster, more convenient digital payment2

11.3 billion accounts were opened via mobile 
apps in 2017 with banks, insurers, retailers, 

utilities, entertainment companies and others2

1 Gift Giving Helps Zelle® Wrap Up 2019 with Double Digit Growth (2020)
2 GIACT Infographic: The Growing Costs of Identity Fraud (2018)



Faster Payments and Associated Risk
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With Greater Speed Comes Greater Risk

1 GIACT Infographic: Growing Exposure to Identity Fraud Increases Financial Risk for Businesses (2019)
2 GIACT Report: $3.4B Lost To New Account Fraud In 2018 (2018)

16.7 million U.S. consumers were victims of identity 
fraud in 2017 – Up 8% from 20161

78% of organizations experienced payments fraud in 
2017 – Up from 60% in 20131

$3.4 billion was lost due to business and Business and 
consumer New Account Fraud in 20182

Stolen Identify details are commonly used to:
− Gain access to banking and credit accounts
− Open lines of credit via credit cards or loans
− Purchase vehicles, cellphones and other goods



Account Verification Services
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Cyber Fraud 101: Buzzwords

Malware – Malicious software downloaded to a PC or mobile 
device; used to capture keystrokes, exploit system vulnerabilities, 
steal information, etc.

Social Engineering – Manipulating people into performing 
actions or divulging confidential information

Smishing – Text messages used to gather information or infect 
the mobile device

Phishing – Emails used to gather information or deliver malware 
(through infected attachments or links to malicious sites)



Purchase Cards



Purchase Cards

! Ensure cardholders have signed a cardholder agreement

! Establish company policies (receipts required, transaction notes, etc.)
-The card program will only be as secure as the company-created controls

! Establish good expense management practices
-Expense reports
-Management level approval

! Adhere to Issuer Fraud Liability
-VISA $100,000 Liability for Employee Misuse
- Issuer usually assists with fraudulent activity

! Opt-in to Fraud Alerts if available

! ePayables
-Single Use Account
-Similar to a “check run”
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Questions?
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Standard Disclosure

Bank, Bank Bank, ACHIEVEMENT, PINACLE, Working Cash, ActivePay, Global Trade Excellence, Vested Interest, Midland Loan Services, Enterprise!, CMBS Investor Insight, Portfolio Investor Insight, Borrower Insight,  
Shared Servicing, Bank Riverarch Capital, and Bank Erieview Capital are registered marks of The Bank Financial Services Group, Inc. (“Bank”).    Bank Retirement Solutions is a service mark of Bank.

Bank deposit, treasury management and lending products and services, and investment and wealth management and fiduciary services, are provided by Bank Bank, National Association (“Bank Bank”), a wholly-owned 
subsidiary of Bank and Member FDIC. Certain fiduciary and agency services are provided by Bank Delaware Trust Company. Foreign exchange and derivative products (including commodity derivatives) are obligations of 
Bank Bank.  Equipment financing and leasing products are provided by Bank Equipment Finance, LLC, a wholly-owned subsidiary of Bank Bank.  Energy financing is provided by Bank Energy Capital LLC, a wholly-owned 
subsidiary of Bank Equipment Finance, LLC. Aircraft financing is provided by Bank Aviation Finance, a division of Bank Equipment Finance, LLC. Asset–based lending is provided by Bank Business Credit, a division of Bank 
Bank and Bank Financial Services UK Ltd. (an indirect wholly-owned subsidiary of Bank Bank) in the United Kingdom.  Specialty finance products are provided by Steel City Capital Funding, a division of Bank Bank. Merchant 
services are provided by Bank Merchant Services Company. Direct equity investing and mezzanine financing are conducted by Bank Capital Finance, LLC through its Bank Riverarch Capital, Bank Mezzanine Capital and Bank 
Erieview Capital divisions. Investment banking and capital markets activities are conducted by Bank through its subsidiaries Bank Bank, Bank Capital Markets LLC, Harris Williams LLC, Harris Williams & Co Ltd. and Solebury
Capital LLC.  Services such as public finance investment banking services, securities underwriting, and securities sales and trading are provided by Bank Capital Markets LLC.  Merger and acquisition advisory and related 
services are provided by Harris Williams LLC and Harris Williams & Co. Ltd. Equity capital markets advisory and related services are provided by Solebury Capital LLC.  Bank Capital Markets LLC, Harris Williams LLC and 
Solebury Capital LLC are registered broker-dealers and members of FINRA and SIPC, and Harris Williams & Co. Ltd is authorized and regulated by Financial Services Authority (FRN No. 540892).  Harris Williams & Co is the 
trade name under which Harris Williams LLC and Harris Williams & Co. Ltd. conduct business. Retail brokerage services and managed account advisory services are offered by Bank Investments LLC, a registered broker-
dealer and a registered investment adviser and member of FINRA and SIPC. Annuities and other insurance products are offered through Bank Insurance Services, LLC.  Bank Bank is not registered as a municipal advisor 
under the Dodd-Frank Wall Street Reform and Consumer Protection Act (“Act”).  Investment management and related products and services provided to a “municipal entity” or “obligated person” regarding “proceeds of 
municipal securities” (as such terms are defined in the Act) will be provided by Bank Capital Advisors, LLC, a wholly-owned subsidiary of  Bank Bank.    Bank Bank and certain of its affiliates including Bank TC, LLC, an SEC 
registered investment advisor wholly-owned by Bank Bank, do business as Bank Real Estate.  Bank Real Estate provides commercial real estate financing and related services.  Through its Tax Credit Capital segment, Bank 
Real Estate provides lending services, equity investments and equity investment services relating to low income housing tax credit (“LIHTC”) and preservation investments.  Bank TC, LLC provides investment advisory services 
to funds sponsored by Bank Real Estate for LIHTC and preservation investments.  Registration with the SEC does not imply a certain level of skill or training.  This material does not constitute an offer to sell or a solicitation of 
an offer to buy any investment product.  Risks of each fund are described in the funds’ private placement memorandum or other offering documents.

Important Investor Information: Securities and insurance products are:
Not FDIC Insured • Not Bank Guaranteed • Not A Deposit
Not Insured By Any Federal Government Agency • May Lose Value
In Canada, Bank Bank Canada Branch, the Canadian branch of Bank Bank, provides bank deposit, treasury management, lending (including asset-based lending through its Business Credit division) and leasing and lending 
products and services (through its Equipment Finance division). Deposits with Bank Bank Canada Branch are not insured by the Canada Deposit Insurance Corporation. Deposits with Bank Bank Canada Branch are not 
insured by the Federal Deposit Insurance Corporation, nor are they guaranteed by the United States Government or any agency thereof. In the event of the failure of Bank Bank, deposits with Bank Bank Canada Branch would 
be treated as unsecured general liabilities, and creditors would be considered general creditors of Bank Bank.

Lending and leasing products and services, as well as certain other banking products and services, require credit approval.

Bank does not provide legal, tax or accounting advice unless, with respect to tax advice, Bank Bank has entered into a written tax services agreement.  Bank does not provide investment advice to Bank Retirement Solutions 
and Vested Interest plan sponsors or participants.

©2017 The Bank Financial Services Group, Inc. All rights reserved.
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